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IQ Universal IQRF Gateway ((fQR:= | Aiance

AEME http://mww.ighome.org/products/uni-gw
Why use this gateway?
v Ready to use Gateway
v' Easy way to integrate other alliance member’s sensors
v Based on Raspberry Pi B+
v RTC on board in case of power outage
v" Supports SIM type and SMT IQRF modules
v Compatible with CK-USB-4A programmer
v IQRF IDE UDP communication support
v MQTT Support
v Custom extension board support
v On board EEPROM
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IO Universal Gateway (@A R= | Atiance

HOME
http://mwww.ighome.org/products/uni-gw

v ! . > .
Supported Cloud solutions: i\m
amazZon

webservices™

gl \icrosoft
Wl Azure

’ﬁ Mosquitto

An Open Source MQTT w3.1 Broker

Qg IBM Bluemix™
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HOME

Upcoming new features:

v JSON Message Payload
v" Scheduler functionality:

v Automated periodically data collection
— CRON style expression
— Second based

v'FRC automatic extra result collection

— Extra result is collected automatically
— after FRC commands

v' Message queues
— Automatic DPA Timeout management
— Timing of the IQRF network managed
— by the Gateway
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IO Universal Gateway

HOME

Robust system:

v' Protected EEPROM storage
— Configuration files
— Certificates and keys
— RAID 1 style solution

v" Protected FALSH storage

— Base system
— Scripts, user programs and data files
— RAID 1 style solution

v" Real Time Clock Calendar

— Integrated into the Kernel
— Energy backup with super capacitor
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Alliance

iO Universal Gateway ([ Q™=

HOME

http://www.ighome.org/products/actuators

Remote configurable:

v" Remote Configuration management
v" Remote scripting

v All remote features available via JSON commands
— Modify configuration files
— Create-Modify-Run scripts
— Download log
— Pause scheduler with timeout
— and force resume
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HOME

v Automatic DPA Timeout management

Gateway Coordinator

Node |

1
Request

Request

/camgf’x-

e Response |
4—-""’155{3?!’;;:”

TT T T
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HOME

v Automatic DPA Timeout management

Gateway Coordinator

Node |

1
Request

e ——orfaton |

-*x R_ESPC‘”SE You don’t need to

_ care about the
Timeout DPA timing

T T T
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HOME

Message queue system

v Request message queue

— Managing concurrent DPA request

— Scheduled request sequence in specific time
v Response message queue

— Keep collected data at network outage
— Resync collected data if the network communication is reestablished

Request
Schdeuler IQRF
MQTT Broker [ ] Request Coordinator Response
el Response
el Response

www.ighome.org IQRF Conference Prague 2016-05-26 Slide 9



@
IO IQRF IDE Connection (@A R= | Atiance

HOME

Manage the gateways with the IQRF IDE

v Local UDP connection
— Use IQMESH network over UDP :
— Check the real time IQRF Universal
S Gateway
— communication

MQTT Interface

rcv:gnrr MQTT Broker Internet »| Network |e—1 5
IQRF

Coordinator

Local Network

[ IQRF IDE

IQRF IDE
UDP Interface Scheduler

IQRF Network Topics
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IQ IQRF IDE Connection

HOME

((({QFF@) ‘ Alliance

v'Creating local UDP connection - Step by Step guide

IQRF Device Manager @
m@%@@ﬂirh
Wy |ORF devices
C-§ use N
CK-USB IDP
b GW-USB
W-GSM _ uUDP
L. GW-ETH i
) WAN
e GW-WIFT .
AC: B827EB79DEFF
- 1QRF Cloud IQRF IDE Connectionrois  wac
'@ UDP @ LAN
T3 com | 192.168.0.130 IQH-DEMO-4AAC  GW-UNI-01 |
() BROADCAST
Local host: 192.168.0.105 ~ Local port: 55000 -
Remote host: IQH-DEMO-4AAC + Remote port: 55300 =
I Mode: IQRF gateway - I Add

www.ighome.org
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IQ IQRF IDE Connection (@A R= | Atiance

HOME

v'Creating local UDP connection - Step by Step guide

IQRF Device Manager @

=CR-CIE IR RCY AN X f

%y ORF devices

El.§ USB .'
' ! GW-UNI-01
Lo CK-USB LDP
GW-USB e
GW-GSM ID: 2079D6FF
i GW-ETH .
PW version: 1.04
L GW-WIFL
- 1QRF Cloud MAC: B827EB7IDGFF
El.'g@ upp Hostname: IQH-DEMO-4AAC
LB 2079D8FF GW-UNI01 wi.04 1P: 192.168.0.130
3 com N
7 Public 1P: 0.0.0.0
Connection: LAM

Product page

IQRF 0S version: 3.08D (0879) Local IP: 192.168.0.104

Local port: 55000
Alias:

Remote host: IQH-DEMO-4AAC
quickaccess: [ B B Remote port: 53300

Disconnect
®
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HOME

Monitor and mange the
gateway remotely!

= Location

@ . M Sstelite SE AN ) / Connection Settings

B i ‘ ey i £ 2 MQTT  LOCAL

|Q Home - Link It! e
v Monitor your gateway over
MQTT protocol

v" Configure your gateway over
MQTT protocol

QHome Test MQTT Broker = &

Connection Settings

MQTT  LOCAL

IQHome Test MQTT Broker = &
DISCONNECT REFRESH

GW-IND-01-8B4D

Connection Settings
Gateway Control

MQTT

GW-IND-01-8B4D

v" Run Scripts remotely ——

Scheduler Pause [min]

192.168,0.151
P Scheduler Resume RESUME DISCONNECT REFRESH

v' Connect IQRF IDE to Universal * - =

BB:2T.EB36:C2F6
ker C

Reboot Gateway y
5 REBOOT
Firmware 153 GW-IND-01-0CCE

Gateway over MQTT

GW-IND-BUI-A484
IP: 1921680134 Type: GW-IND-01

Broker Connected  Gateway GW-IND-01-884D  IQRFIDE Inactive Forwarding Inactive
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=O 1Q Home Link It!

HOME

How the IQ Home Link It solution works:

PC

-

Network
Management Mode

-

IQRF IDE

Sniffer Mode

Link It!

‘ IQRF IDE

Bridge

Configuration
Manager

Remote
Scripting

Scheduler
Pause/Resume

Instant
Messaging

www.ighome.org

IQRF Conference Prague 2016-05-26

MQTT
Broker

(«(QFF@) ‘ Alliance

Universal
Gateway
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Use together IQ Home - Link It! and IQRF IDE

v Monitor your IQRF traffic with IQRF IDE remotely
— Sniffer mode

v" Configure your IQ MESH network with IQRF IDE remotely

— Network management mode

IQRF Device M:
1QHame Linkit (QRF Device Manager =0
g of | @ E’l
6-9 = Dashboard V:E = =2 a Y22
& IORF devices §
& Connection Settings 5§ v Y SNIFF-LINK
Gateway Info Gateway Control ' ckuse UDP
. GW-IND-01-0CCE RLR - onuss
Name WHND-01 Scheduler Pause [min] "
- IQHar A roker = & i~ GW-G5H ID: 207F13EC
GW-IND-O1 o GW-ETH
Type GWHIND-0 5 PAUSE FW version: A
e L GWAWIFI
P 192.168.0.150 Scheduler Resume RESUME DISCONNECT REFRESH < I1GRF Cloud MAC: 08-00-27-7F-13-EC
2 b J— =R ] uoe Hostname: USER-PC
Restart Service e GW-IND-01-DCCE i) 2079D6FF GW-UNID1 v1.04 P 192.168.0.104
7.EB:564 1P: 132.168.0.150 Type: GW-IND-01 w0 207F13EC SHIFF-LINK 1.00 -
Mac BRITERSOFAES = v Public IP: 0.0.00
Reboot Gateway REBOOT ? com
Firmware 153 GW-IND-01-8B4D Connection: Lo
1P: 152.168.0.151 Type: GW-IND-01
GW-IND-BUI-A484 IQRF 0S version: Local IP: 192.168.0.104 +
1P: 192.168.0.134 Type: GW-IND-01 Local port: 55000
Alias:
Remote host: USER-PC
quickaccess: [ B B Remote port: 55300
Broker Connected  Gateway GW-IND-01-0CCE  IQRFIDE SnifferMode  Forwarding Active 9
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Use together IQ Home - Link It! and IQRF IDE

v Monitor your IQRF traffic with IQRF IDE remotely
— Sniffer mode

Universal
Gateway

MQTT Interface

g‘lg? »| Network fa—07»F 5!
IQRF

MQTT Broker Internet Coordinator
IQRF IDE Link It! Console

IQRF IDE
UDP Interface Scheduler

IQRF Network Topics = ===

Console Topic
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* Debug IQRF based applications over MQTT
— Sniffer Mode

IQHome LinkIt

6‘9 = Dashboard

| 2] No Gateway selected! Connection Settings
Connect to a broker and select an available gateway!
MQTT  LOCAL
L] IQHome Test MQTT Broker w &
9
CONNECT
3
No gateways available!

Broker Disconnected Gateway - IQRF IDE Inactive Fomardlng Inactive
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v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Sniffer Mode

IQHome Linkit

= Dashboard

Connection Settings

Gateway Info Gateway Control
MQTT  LOCAL
Name GW-IND-01-8B4D Scheduler Pause [min]
-, IQHome Test MQTT Broker = #£*
Type GW-IND-01 5 PAUSE
¥ 192.168.0.151
IP -108.0. Scheduler Resume RESUME DISCONNECT REFRESH
2 MID 81008B4D .
Restart Service RESTART GW-IND-01-8B4D
Mac B8:37:EB:36:C2:F6 IP: 192.168.0.151 Type: GW-IND-01
Reboot Gateway
Firmware 1.5.3 R8N GW-IND-01-0CCE
IP: 192.168.0.150 Type: GW-IND-01
GW-IND-BUI-A484
IP: 192.168.0.134 Type: GW-IND-01
Broker Connected Gateway GW-IND-01-8B4D IQRF IDE Inactive Forwarding Inactive
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=O 1Q Home Link It!

HOME

((((QFF@) | Alliance

v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Sniffer Mode

IQHome LinkIt

Dashboard

Gateway Info

Name
L}
Type
Q
P
2
MID
Mac
Firmware

GW-IND-01-8B4D

GW-IND-01

192.168.0.151

81008B4D

BB:27:EB:36:C2F6

1.53

I Broker Connected

Gateway IGW-IN D-01-8B4D

www.ighome.org

Gateway Control

Scheduler Pause [min]

5 PAUSE

Scheduler Resume

RESUME
Restart Service RESTART
Reboot Gateway REBOOT

IQRFIDE Inactive Forwarding Inactive

IQRF Conference Prague 2016-05-26

Connection Settings

MQTT LOCAL

IQHome Test MQTT Broker = &

DISCONNECT REFRESH

GW-IND-01-8B4D
IP: 192.168.0.151 Type: GW-IND-01

GW-IND-01-0CCE
IP: 192.168.0.150 Type: GW-IND-01

GW-IND-BUI-A484
IP: 192.168.0.124 Type: GW-IND-01

Slide 19
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1Q 10 Home Link It! (EQR: | Atiance

v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Sniffer Mode

IQRF Device Manager @
L LH]
23222 o 2}
& IQRF devices
T . <
CK-USB oo
- GW-USB
. GW-GSM o
L GWETH S
L GW-WIFI ¢ =
y MAC: f0-76-1c-a6-0b-08
) IQRF Cloud LERFALE Lkl
. UDP @ LAN
-5 com 192.168.0.135 LINKIT LINK-SNIFF 4
|
192.168.0.151 GW-IND-01-8B4D  GW-IND-01 -
_ 5 h
() BROADCAST
Local host: 192.168.0.148 v  Local port: 55000 :
Remote host: 192.168.0.135 +~ Remote port: 55300 :
Mode: User gateway - Add
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v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Sniffer Mode

IQRF Device Manager @
. o >
=L LY 2R
& IORF devices
=9 us ! LINK-SNIFF
CK-USB UDP
L GW-USB —
|- GW-GSM : 20A60808
L. GW-ETH .
FW version: 1.00
L GW-WIFI
2 10RF Cloua MAC: f0-76-1c-26-0b-08
El.'g@ UDP Hostname: LINKIT
: 20460808 LINK-SNIFF v1.00 E P 192.168.0.135
I com
d Public IP: 0.0.0.0
Connection: LAN
IQRF 0S5 version: Local IP: 192.168.0.148 ~
Local port: 55000
Alias:
Remote host: 192.168.0.135
Quick access: ] B B Remote port: 55300
—
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v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Sniffer Mode

Broker Connected Gateway GW-IND-01-8B4D IQRF IDE Sniffer Mode Forwarding Active

Rl =] Upload Log

e Output

L]
® LINK-SNIFF

|e uop |®R| 2 |

| SPI not active
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v'You can check the IQRF traffic in the IDE.

Terminal Log
. [V] Last Record Marker | Separator: [/ Horizontal [¥] Vertical | [¥] Data Displaying  MEEEG_—
J Ijne| Time | Rxﬂx| Lengtll| Data HEX | Error | |L
23 | 09:32:07.514  Rx 7 02.00.20.20.FF.FF.01. FAIL B
24 |09:32:07.740 Rx 11 | 02.00.20.20.FF.FF.FF.4A.01.08.01.
25 | 09:32:07.958 Rx 9 02.00.20.A0.12.02.00.4C.01.
26 | 09:32:08.413 Rx 8 02.00.20.21.FF.FF.00.01.
27 | 09:32:08.637 Rx 11 | 02.00.20.21.FF.FF.FF.4C.01.08. 01.
28 |09:32:08.845 Rx 9 02.00.20.A1.12.02.00.4A.00.
I 29 |09:32:09.074  Rx 7 02.00.20.20.FF.FF.03. PNUM
30 | 09:32:09.074  Rx 11 | 02.00.20.20.FF.FF.FF.4A.01.08.01.
31 09:32:09.292 Rx 9 02.00.20.A0.12.02.00.4A.03.
32 |09:32:10.368 Rx 6 01.00.20.10.FF.FF.
33 |09:32:10.577 | Rx 8 01.00.20. 90.FF.FF. 08. 4A. NADR
34 | 09:32:10.577 Rx 6 01.00.20.11.FF.FF.
35 | 09:32:10.577 Rx 8 01.00.20.91.FF.FF.08. 4A. NADR
36 |09:32:15.738 Rx 7 02.00.20.20.FF.FF.03. PNUM
37 |09:32:15.921 Rx 11 | 02.00.20.20.FF.FF.FF.4A,01.08. 01.
38 | 09:32:16.143 Rx 9 02.00.20.A0.12.02.00.48.03.
I 39 |09:32:17.021 Rx 7 02.00.20.20.FF.FF.01. FAIL
40 |09:32:17.255 Rx 11 | 02.00.20.20.FF.FF.FF.4A.01.08.01.
41 |09:32:17.475 Rx 9 02.00.20.A0.12.02.00.4D.01.
42 | 09:32:17.694  Rx 8 02.00.20.21.FF.FF.00.01.
43 | 09:32:17.695 Rx 11 | 02.00.20.21.FF.FF.FF.4B.01.08.01.
44 |09:32:17.906  Rx 9 02.00.20.A1.12.02.00.48.00.
45 |09:32:20.363 Rx 6 01.00.20.10.FF.FF.
46 | 09:32:20.580 Rx 8 01.00.20.90.FF.FF.08. 4B. NADR
47 |09:32:20.580| Rx 6 01.00.20.11.FF.FF. |E|
48 | 09:32:20.580 Rx 8 01.00.20.91.FF.FF.08. 4B. NADR =

E Terminal Log
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Use together IQ Home - Link It! and IQRF IDE

v" Configure your IQ MESH network with IQRF IDE remotely
— Link It! - Network Management Mode
— Exclusive access to IQRF coordinator
— Blocking network target of MQTT Interface

— Disable scheduler Universal
Gateway

MQTT Interface

IQRF

Internet

MQTT Broker Coordinator
IQRF IDE Link It! Console

%

. IQRF IDE ”
IQRF Network Topics
Q p UDP Interface

Console Topic
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v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Network Management Made

IQRF Device Manager @
=t @Ay 2 PA
& |ORF devices
El-§g USB .
- CKUSB UDP
- GW-USH
- GW-GSM _ upp
- GW-ETH -
G O MAC: f0-76-1c-a6-0b-08
: AC: -76-1c-a6-0b-
£ IQRF Cloud IQRF DNS AC
El-5g@ upp @ LAN
-© 20460808 Lnicsnre - vioo G 192.168.0.135  LINKIT LINK-NETMNG -
-TF com T - - - -
192.168.0.151 GW-IND-01-8B4D  GW-IND-01 +
_ Search
- BROADCAST | search |
Local host: 192.168.0.148  +  Local port: 55000 =
Remote host:  LINKIT] ~ | Remote port: 55300 =
Mode: IQRF gateway « Add
www.ighome.org
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v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Network Management Made

IQRF Device Manager @
e Py 22
& |ORF devices
E.§ use
v ! LINK-NETMNG
- CK-USB UDP
- GW-USB —
- G-GSH ID: 20A60B08
. GW-ETH .
FW version: 1.00
o GVW-WIFI
- 1RF Cloud MAC: f0-76-1c-36-0b-08
[-! uDP Hostname: LIMKIT
IP: 192.168.0.135
20460808 LINK-SNIFF v1.00
0 Public IP: 0.0.0.0
F 20460808 Lmuk-neTMnG vioo | B
17 com Connection: LAN
IQRF 0S version: Local 1P: 192.168.0.148 ~
Local port: 55000
Alias:
Remote host: LINKIT
quick access: [ B B Remote port: 55300
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v'Creating remote IQRF IDE connection with 1Q Home Link It!
— Network Management Made

Broker Connected Gateway GW-IND-01-8B4D IQRF IDE Network Management Mode Forwarding Active

e Output % Buid [JESIINEEARY

® UNK-NETMNG |  |® upe | 1 |18 | SPInot active
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=O 1Q Home Link It!

HOME

((((QFF@) | Alliance

v’ Configure your gateway remotely with 1Q Home Link It!

— Download config

— Modify and save ¢

(]

— configuration filey.

IQHome LinkIt -

- RemOte CD = Configuratiogs
— Run scri =

< Refresh D

¥ Gateway
L N
IQHome Linkit ¥ static
. : subscribe.conf
= Configuration Manager -, unid.conf
v
® Save Run script dynamic
Q scheduler.conf
¥ Gateway R v
B ¥ static = o8
subscribe.conf | 2 eeraid.log
L] unid.conf B initlog
¥ dynamic ) unid.log
scheduler.conf i o
v log eeraid.info
2 eeraid.log ¥ script
initlog | test.sh
unid.log | sysinfo.sh
eeraid.info
v script
test.sh
sysinfo.sh

I

Save & Refresh

¥ Gateway
¥ static echo "Hello"
subscribe.conf
unid.conf
¥ dynamic
scheduler.conf
¥ log
eeraid.log
initlog
unid.log
eeraid.info
¥ script
test.sh
sysinfo.sh

»_ Terminal Output

Hello

Connection Settings

MQTT LOCAL

IQHome Test MQTT Broker = &%

DISCONNECT REFRESH

GW-IND-01-0CCE
IP: 192.168.0.150 Type: GW-IND-01

GW-IND-01-8B4D
IP: 192.168.0.151 Type: GW-IND-01

GW-IND-BUI-A484
IP: 192.168.0.134 Type: GW-IND-01

Broker Connected Gateway GW-IND-01-8B4D IQRFIDE Sniffer Mode

>_ Terminal Qutput

"ache
>_ Terminal0  Broker Connected Gateway GW-IND-01-8B4D IQRF IDE Sniffer Mode Forwarding Active

Broker Connected Gateway GW-IND-01-8B4D IQRF IDE  Sniffer Mode Forwarding Active

www.ighome.org

IQRF Conference Prague 2016-05-26

Forwarding Active
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=O 1Q Home Link It!

HOME

([ Q=

| Alliance

v’ Configure your gateway remotely with 1Q Home Link It!
— Modify and save configuration files

IQHome Linkit

~ T R 5 g
&R = Refresh Run script Connection Settings
¥ Gateway o vian :
. service”: A
B v static Mmetbiosn: truc, MQTT  LOCAL
snbicribe conf "logfile": "/tmp/unid/unid.log",
"loglevel™: 1
) unid.conf o IQHome Test MQTT Broker = &
v scheduler.conf "host": "mgtt.ighome.org",
v log wportn: 1883, DISCONNECT REFRESH
"username": null,
] eeraid.log "password": null,
P "clientIdScurce"™: "auto", 2 .
init.log WelientId": "huid", GW-IND-01-0CCE
unid.log "keepalive": &0, IP: 192.168.0.150 Type: GW-IND-01
o "cleanSessio true,
e?raldJnfo "version™: "mgtt3ll",
¥ script LI 2 GW-IND-01-8B4D
"enable": t
test.sh - IP: 192.168.0.151 Type: GW-IND-01
sysinfo.sh WeaPathn: v/
"caFile": "
"keyFile": onf. GW-IND-BUI-A484
"certFile": "/ unid/conf.k0/certificate.pem.crt”, IP: 192.168.0.134 Type: GW-IND-01
"version": null,
"insecure": false
X
"willTopic™: null
"willPayload": null,
"willQos": 0,
"willRetain": false,
"subscribeConfigFile": "/etc/unid/conf.sz0/subscribe.cont",
"gsize": 1000,
"goverwrite": false
I
"scheduler": |
>_ Terminal Output =
Broker Connected Gateway GW-IND-01-8B4D IQRF IDE Sniffer Mode Forwarding Active
www.ighome.org IQRF Conference Prague 2016-05-26 Slide 29



=O 1Q Home Link It!

HOME

v" Remote Scripting

v Run scripts
v" Add/Modify scripts

IQHome Linkit

Configuration Manager

Save i~ Refresh

¥ Gateway

r &

W static echoe "Hello"
subscribe.conf

.

unid.conf
¥ dynamic
scheduler.conf
V¥ log

<

2 eeraid.log
init.log
unid.log
eeraid.info

¥ script
test.sh
sysinfo.sh

(§QR:2 | Atliance

Connection Settings

MQTT LOCAL

IQHome Test MQTT Broker = &%

DISCONNECT REFRESH

GW-IND-01-0CCE
IP: 192.168.0.150 Type: GW-IND-01

GW-IND-01-8B4D
IP: 192.168.0.151 Type: GW-IND-01

GW-IND-BUI-A484
IP; 192.168.0.134 Type: GW-IND-01

>_ Terminal Output

Hellao

Broker Connected Gateway GW-IND-01-8B4D IQRFIDE Sniffer Mode

www.ighome.org

Forwarding Active
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=O 1Q Home Link It!

HOME

v" Instant Messaging
v' Load gateway topics

IQHome Linkit

= Instant Messaging

@ < Autoload & Download topics
. Subscribe Publish
e —_—
igrf/gateway/testing/response SUBSCRIBE igrf/gateway/testing/request PUBLISH

=

igrf/gateway/testing/response L wigneo
9 "dpa_;éq:es:" :"0100.20.21.FFFF.03.03",

"timeout":0
1

2

11: 2016-10-18 17:09:52:526 _

ext  Tree

iqrf/gateway/testing/response
12: 2016-10-18 17.09:52:669
iqrf/gateway/testing/response
13: 2016-10-18 17:09:52:838
iqrf/gateway/testing/response
14: 2016-10-18 17:09:53:160
iqrf/gateway/testing/response
15: 2016-10-18 17:09:58:531
iqrf/gateway/testing/response
16: 2016-10-18 17:10:03:942
iqrf/gateway/testing/response
17: 2016-10-18 17:10:09:351
iqrf/gateway/testing/response
Broker Connected

www.ighome.org

Gateway GW-IND-BUI-A484

IQRF IDE Sniffer Mode

vObject
id: 2
msg: "response”
status: "timeout"”
dpa_response:

: "01002021FFFFF
X 1476803391
_ntw_deq: 1476803403

» location: Chject

ts_pub eng: 1476803409
ts_pub_deq: 1476803409

Forwarding Active

IQRF Conference Prague 2016-05-26

(§QR:2 | Atliance

Connection Settings
MQTT  LOCAL

IQHome Test MQTT Broker =

DISCONNECT REFRESH

GW-IND-01-0CCE
IP: 192.168.0.150 Type: GW-IND-01

GW-IND-01-8B4D
IP: 192.168.0.151 Type: GW-IND-01

GW-IND-BUI-A484
IP: 192.168.0.134 Type: GW-IND-01

o
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HOME

All of the IQ Home Link It! features available throw JSON format
data packets.

v JSON format message payload

Request topic: igrf/gateway/demo/network/request/shutter
{
"id": 12312,
"dpa request": "0200.20.20.FFFF.03",
"timeout": 1
}
Response topic: igrf/gateway/81004AAC/network/response/shutter
{

"id": 12312,

"dpa request": "02002020FFFFO3",

"dpa confirm": "02002020FFFFFF00010801",
"dpa response": "020020A01202004C03",
"status": "ok",

"ts ntw_enqg": 1463991207,

"ts ntw _deq": 1463991207,

"ts pub enqg": 1463991207,

"ts pub deq": 1463991207
}
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HOME

All of the IQ Home Link It! features available throw JSON format
data packets.

v JSON format message payload (timout example)

Request topic: iqrf/gateway/demo/network/request/shutter
{
"id": 12312,
"dpa request": "0200.20.20.FFFF.03",
"timeout": 1
}
Response topic: igrf/gateway/81004AAC/network/response/shutter
{

"id": 12313,

"dpa request": "02002020FFFFO3",

"dpa confirm": "02002020FFFFFF4B010801",
"dpa response": "",

"status": "timeout",

"ts ntw eng": 1463991417,

"ts ntw deqg": 1463991417,

"ts pub eng": 1463991418,

"ts pub deqg": 1463991418
}
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HOME

All of the IQ Home Link It! features available throw JSON format
data packets.

v" Scheduler

{

"scheduler": [

{

"cron expr": "*/10 * * x x xW",

"request": {
"id": 4,
"dpa request": "0100.20.10.FFFF",
"timeout": 1
b
"target": "network",
"response": true,
"publish": "igrf/gateway/demo/network/response/temperature",
"pub gos": 1,
"retain": false

}
]
}
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HOME

All of the IQ Home Link It! features available throw JSON format
data packets.

v Upload new scheduler configuration

Update files
{

"id": 159,
"command": "filemanager",
"option": "upload",
"folders": [
{
"name": "dynamic",
"files": [
{
"name": "scheduler.conf",
"action": "update",
"content": "<Content of scheduler.conf>"

}
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HOME

All of the IQ Home Link It! features available throw JSON format
data packets.

v Run script remotely

Run script

{

"id": 149,

"command": "script",
"script": "sysinfo.sh"
"arg": "",
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HOME

All of the IQ Home Link It! features available throw JSON format
data packets.

v" Pause and resume scheduler

Pause

{
"id": 176,
"command": "scheduler",
"option": "pause",

"timeout": 300
}

Forced resume

{

"id": 177,
"command": "scheduler",
"option": "resume"
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HOME

Thank you!
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