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Why use this gateway? 

 Ready to use Gateway 

 Easy way to integrate other alliance member’s sensors 
 Based on Raspberry Pi B+ 

 RTC on board in case of power outage 

 Supports SIM type and SMT IQRF modules 
 Compatible with CK-USB-4A programmer 
 IQRF IDE UDP communication support 
 MQTT Support 
 Custom extension board support 
 On board EEPROM 
 

 

http://www.iqhome.org/products/uni-gw 

http://www.iqhome.org/products/uni-gw
http://www.iqhome.org/products/uni-gw
http://www.iqhome.org/products/uni-gw
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Supported Cloud solutions: 
 

http://www.iqhome.org/products/uni-gw 

http://www.iqhome.org/products/uni-gw
http://www.iqhome.org/products/uni-gw
http://www.iqhome.org/products/uni-gw
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Upcoming new features:  
 JSON Message Payload 

 Scheduler functionality: 
 Automated periodically data collection 

– CRON style expression 

– Second based  

FRC automatic extra result collection 
– Extra result is collected automatically 
– after FRC commands 

 Message queues 
– Automatic DPA Timeout management 
– Timing of the IQRF network managed 
– by the Gateway 
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Robust system: 
 Protected EEPROM storage 

– Configuration files 
– Certificates and keys 
– RAID 1 style solution 

 Protected FALSH storage 
– Base system 

– Scripts, user programs and data files 
– RAID 1 style solution 

 Real Time Clock Calendar 
– Integrated into the Kernel 
– Energy backup with super capacitor 
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Remote configurable: 
 Remote Configuration management 
 Remote scripting 

 All remote features available via JSON commands 
– Modify configuration files 
– Create-Modify-Run scripts 
– Download log  
– Pause scheduler with timeout 
– and force resume 

http://www.iqhome.org/products/actuators 
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 Automatic DPA Timeout management 
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 Automatic DPA Timeout management 

You don’t need to 
care about the 

DPA timing 
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Message queue system 
 Request message queue 

– Managing concurrent DPA request 
– Scheduled request sequence in specific time 

 Response message queue 
– Keep collected data at network outage 

– Resync collected data if the network communication is reestablished 
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Manage the gateways  with the IQRF IDE 

 Local UDP connection 
– Use IQMESH network over UDP 

– Check the real time IQRF 
– communication  
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Creating local UDP connection - Step by Step guide 

IQRF IDE Connection 
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Creating local UDP connection - Step by Step guide 
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Monitor and mange the 
gateway remotely! 
 

IQ Home - Link It! 
 Monitor your gateway over 

MQTT protocol 
 Configure your gateway over 

MQTT protocol 
 Run Scripts remotely 

 Connect IQRF IDE to Universal 
Gateway over MQTT  
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How the IQ Home Link It solution works: 
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Use together IQ Home - Link It! and IQRF IDE 
 Monitor your IQRF traffic with IQRF IDE remotely 

– Sniffer mode 

 Configure your IQ MESH network with IQRF IDE remotely 
– Network management mode 
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Use together IQ Home - Link It! and IQRF IDE 
 Monitor your IQRF traffic with IQRF IDE remotely 

– Sniffer mode 
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• Debug IQRF based applications over MQTT 
– Sniffer Mode 
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Creating remote IQRF IDE connection with IQ Home Link It! 
– Sniffer Mode 
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Creating remote IQRF IDE connection with IQ Home Link It! 
– Sniffer Mode 
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Creating remote IQRF IDE connection with IQ Home Link It! 
– Sniffer Mode 
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Creating remote IQRF IDE connection with IQ Home Link It! 
– Sniffer Mode 
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Creating remote IQRF IDE connection with IQ Home Link It! 
– Sniffer Mode 
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You can check the IQRF traffic in the IDE. 
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Use together IQ Home - Link It! and IQRF IDE 
 Configure your IQ MESH network with IQRF IDE remotely 

– Link It! - Network Management Mode 

– Exclusive access to IQRF coordinator 
– Blocking network target of MQTT Interface 

– Disable scheduler 
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Creating remote IQRF IDE connection with IQ Home Link It! 
– Network Management Made 



www.iqhome.org                      IQRF Conference Prague 2016-05-26 

IQ Home Link It! 

Slide 26 

Creating remote IQRF IDE connection with IQ Home Link It! 
– Network Management Made 
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Creating remote IQRF IDE connection with IQ Home Link It! 
– Network Management Made 
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Configure your gateway remotely with IQ Home Link It! 
– Download configuration files 
– Modify and save 
– configuration files 
– Remote Scripting 

– Run scripts 
– Add/Modify scripts 
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Configure your gateway remotely with IQ Home Link It! 
– Modify and save configuration files 
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 Remote Scripting 
 Run scripts 
 Add/Modify scripts 
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 Instant Messaging 

 Load gateway topics 
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Request topic: iqrf/gateway/demo/network/request/shutter 

{ 

    "id": 12312, 

    "dpa_request": "0200.20.20.FFFF.03", 

    "timeout": 1 

} 

Response topic: iqrf/gateway/81004AAC/network/response/shutter 

{ 

  "id": 12312, 

  "dpa_request": "02002020FFFF03", 

  "dpa_confirm": "02002020FFFFFF00010801", 

  "dpa_response": "020020A01202004C03", 

  "status": "ok", 

  "ts_ntw_enq": 1463991207, 

  "ts_ntw_deq": 1463991207, 

  "ts_pub_enq": 1463991207, 

  "ts_pub_deq": 1463991207 

} 

All of the IQ Home Link It! features available throw JSON format 
data packets.  
 

 JSON format message payload 
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Request topic: iqrf/gateway/demo/network/request/shutter 

{ 

    "id": 12312, 

    "dpa_request": "0200.20.20.FFFF.03", 

    "timeout": 1 

} 

Response topic: iqrf/gateway/81004AAC/network/response/shutter 

{ 

  "id": 12313, 

  "dpa_request": "02002020FFFF03", 

  "dpa_confirm": "02002020FFFFFF4B010801", 

  "dpa_response": "", 

  "status": "timeout", 

  "ts_ntw_enq": 1463991417, 

  "ts_ntw_deq": 1463991417, 

  "ts_pub_enq": 1463991418, 

  "ts_pub_deq": 1463991418 

} 

All of the IQ Home Link It! features available throw JSON format 
data packets.  
 

 JSON format message payload (timout example) 
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{ 

  "scheduler": [ 

    { 

      "cron_expr": "*/10 * * * * *", 

      "request": { 

        "id": 4, 

        "dpa_request": "0100.20.10.FFFF", 

        "timeout": 1 

      }, 

      "target": "network", 

      "response": true, 

      "publish": "iqrf/gateway/demo/network/response/temperature", 

      "pub_qos": 1, 

      "retain": false 

    } 

  ] 

} 

All of the IQ Home Link It! features available throw JSON format 
data packets.  
 

 Scheduler 
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Update files 

{ 

    "id": 159, 

    "command": "filemanager", 

    "option": "upload", 

    "folders": [ 

        { 

            "name": "dynamic", 

            "files": [ 

                { 

                    "name": "scheduler.conf", 

                    "action": "update", 

                    "content": "<Content of scheduler.conf>" 

                } 

            ] 

        } 

    ] 

} 

All of the IQ Home Link It! features available throw JSON format 
data packets.  
 

 Upload new scheduler configuration 
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Run script 

{ 

    "id": 149, 

    "command": "script", 

    "script": "sysinfo.sh" 

    "arg": "", 

} 

All of the IQ Home Link It! features available throw JSON format 
data packets.  
 

 Run script remotely 
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Pause 

{ 

    "id": 176, 

    "command": "scheduler", 

    "option": "pause", 

    "timeout": 300 

} 

Forced resume 

{ 

    "id": 177, 

    "command": "scheduler", 

    "option": "resume" 

} 

All of the IQ Home Link It! features available throw JSON format 
data packets.  
 

 Pause and resume scheduler 
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Questions? 
 

Thank you! 
 

www.iqhome.org 


